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Markle works to realize the potential of information technology to
address previously intractable public problems for the economic
security, health, and national security of all Americans.
The John and Mary R. Markle Foundation was established in 1927 “to promote the advancement and
diffusion of knowledge among people of the United States, and to promote the general good of mankind.”
In 1998, with the arrival of President Zoë Baird, Markle redefined its work and approach. The world was
changing and the presence of a pervasive and rapidly innovating Internet opened our imagination and
shaped our goals.
Markle’s Guiding Belief: Emerging information and communication technologies possess enormous potential
to improve people’s lives.
Markle’s Focus: Realizing this potential by accelerating the use of IT to address critical public needs in
global development, health and national security.
Markle became less of a traditional grant maker, opting to take responsibility for shaping solutions by
funding and operating our own programs.
Markle had to take on big challenges and set large goals; a modest endowment meant our approach had to
enable us to “punch above our weight”.
Markle developed a disciplined approach, comprised of both comprehensive long-term strategies as well as
some more opportunistic and tactical interventions that would accelerate and amplify its goals.
Action and investment would be driven by programmatic strategies; developed, managed and executed
directly by staff and together with many operating partners and collaborators.
Markle’s “end to end” programmatic strategies were designed to be comprehensive approaches aimed at
public benefit at scale; never “one off” endeavors and necessarily based on multi-year commitments.

MARKLE’S DNA
Markle developed a new DNA during this period, optimized for finding solutions to
address previously intractable problems, seeking:
Digital innovation to address critical public needs;
Novel approaches for public interest solutions;
Alignment across a wide array of individuals and organizations who participate on
equal footing.

Page 3

THE WORLD
CIRCA 1998…
AT THE TURN OF THE MILLENNIUM, new information
and communication technologies (ICT)–particularly the
Internet–were fostering profound change throughout
the world in social, political, legal, and economic
systems. We could see the potential for new technology
to change the way our children learn and develop, the
way we participate in the democratic process, the way
we maintain our health and well-being–indeed, the way
we engage in every aspect of the world around us.
WE COULD ALSO SEE THAT THE potential benefits to
society were tremendous–that new technologies could
enable unprecedented development in impoverished
nations, enhance health and improve national security.
The Internet was empowering people with greater control
over many aspects of their lives, helping them to pursue
knowledge and participate in democratic society.

“I am quite convinced that the next three-to-five years present a unique and critical window of
opportunity to invest in the future. The time is now, while the industry is still evolving, to move
with the speed of the industry itself to help ensure that it meets public needs… We will seek in
everything we do to have an impact beyond our financial investment by drawing on the talent
and resources of a broad range of partners.”
Zoë Baird President’s Letter July 1999
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THREE PROGRAM AREAS
The Emerging Internet:
Improving Lives Globally and at Home
By 1999 explosive growth of the Internet took 80 million more Americans online in just 5 years. But growth
had not occurred evenly across boundaries of race, education and income, including in the developing world.
There was great opportunity in making information accessible via ICTs for education, health and development
as an integral part of the global development agenda and to see that open democratic policy making processes
would be adopted to encourage its growth.

National Security
in the Information Age
9/11 heightened attention to the central role of information in perpetrating and preventing terrorism.
The prevailing “need to know” approach to national security information sharing hampered sharing of
vital information.
It opened the door to rethinking basic public policy and technology choices, and how to improve knowledge
of threats while protecting traditional civil liberties.
Using ICT in the fight against terrorism and cyber-crime required significant focus on civil liberties questions,
especially privacy and free speech.
Most of the proposed initiatives at the time represented near-term responses to terrorism.
There was an urgent need and opportunity for a fresh analysis of national security and ICT.

Health in a
C o n n e c t e d Wo r l d
In 1999 The Institute of Medicine called attention to the problem of medical error and the “Quality Chasm” and
called for the use of information as part of the solution – yet little real action ensued.
There had been twenty years of fragmented but noteworthy attempts to encourage use of information technology
(IT) in health with little if any impact.
No organizing force or body existed to focus on the use of IT in health and there was no commitment to consumer
transparency or participation.
A longstanding focus on tools (electronic health records or EHRs) but not on connectivity and information sharing.
No commitment to open standards for IT and in the post-HIPAA era there were no solutions to privacy fears
and roadblocks.
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I M P R O V I N G L I V E S G L O B A L LY A N D AT H O M E

“To achieve an Internet that reflects a commitment to public good as well as to commercial
interests, we have to create more pluralistic models for Internet governance, models
in which governments, industry, and nonprofit organizations craft policy – balancing
each other and working together in transparent processes that earn the public’s trust.”
Zoë Baird in Foreign Affairs, Nov/Dec 2002

ACCELERATING USE OF INFORMATION AND COMMUNICATION
TECHNOLOGIES FOR GLOBAL DEVELOPMENT
At the turn of the millennium it was abundantly clear
that ICT would have a dramatic impact on social and
economic development around the world in health,
education, economic opportunity, empowerment
and participation. The unprecedented pace and
scale of global flows in information, products,
capital, people and ideas, if properly harnessed,
offered the potential to create new opportunities
for those who had thus far been excluded from gains in human development. But the same forces
could also widen the gap and trap developing countries in a perpetual spiral of poverty and exclusion.
Our strategy recognized that the real benefits lie not in the provision of technology per se, but rather in
its application to create powerful social and economic networks by improving communication, access,
transparency and exchange of information; something inherently dependent on open policies for use.
Markle pursued a strategy to create pluralistic models for Internet policymaking processes through
which government, industry, and nonprofit organizations work together to develop policies that are in
the public interest. As the number of Internet users and uses grew and diversified, we could see the
limitations of self-regulatory approaches, so prevalent at the time, and the need for new, more inclusive
models for Internet governance.
This strategy for policymaking was presented to the Group of 8 (G-8) Heads of State in Tokyo in 2000, and
led them to create the G -8 Digital Opportunity Task Force (“DOT Force”) in this model. It was composed
of developing country ministers and G-8 leaders. The DOT Force created collaborative investment in
Internet access in the developing world, including Egypt and South Africa.
We joined with the United Nations Development Programme (UNDP) and
Accenture in assessing the potential of ICTs to promote development in the
developing world. Our findings, the “Digital Opportunity Initiative: Creating a
Development Dynamic” was presented to G-8 leaders at the 2001 Summit
in Genoa emphasizing the importance of a new “strategic compact” for
development, one that aligns government, civil society and business strategy
and creates powerful linkages among organizations and communities across
global, regional, national and local levels. UN Secretary General Kofi Annan
adopted this model in creating the UN-ICT Task Force shortly thereafter.
This work provided the basis for a series of Markle initiatives including major support for Global Internet
Policy Initiative, a network of non-profit, non-governmental organization that support developing and
transitional countries to adopt the legal and policy framework for an open and democratic Internet. As
a result, increased access to the Internet allowed for more open and democratic approaches to policy
making in several countries and also enabled economic growth.
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VOXIVA:
A MARKLE PROGRAM RELATED INVESTMENT
In 2002 Markle acted as incubator and initial capital investor in Voxiva, a start up that started with the
simple idea that health can be transformed on a broad scale by leveraging web based applications
integrated with mobile devices. At that time, both the need and receptiveness for this innovation was most
palpable in the developing world where public health was poor and suffered from a lack of infrastructure.
Voxiva’s first major health system was deployed in 2002 in Peru leveraging mobile phones to help track
disease outbreaks. Community health workers in remote areas were able to transmit vital public health
data to authorities, radically changing the potential for early detection and response. Their work quickly
expanded to India, Indonesia and other developing countries.
In 2005 Voxiva developed a system to monitor the Rwandan HIV/ AIDS program. Over nearly ten years
this expanded into the national system to monitor stock levels for HIV/AIDS drugs, speed up the process
of disseminating lab results, maintain communication with community health workers, and electronic
disease surveillance.
In 2010 Voxiva’s applications found their way back to the US, informed by their experiences abroad.
They catalyzed a public-private partnership to launch Text4baby - the largest mobile health initiative in
the US aimed at maternal fetal health improvement. Since then a wide range of consumer facing digital
health services including Text4kids, Txt4health, Text2quit, and the Care4life diabetes program.
These services are designed to help users take evidence based preventative health actions to stay
healthy, to more effectively manage chronic illness, and to improve quality.
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INTERNET GOVERNANCE AND THE
ACCOUNTABILITY FRAMEWORK
Because the influence of the Internet is broad and its growth rapid, the policy choices that affect its
growth and operations were both increasingly important and poorly understood. How should domain
names be allocated and assigned in a manner that didn’t infringe existing trademarks? Who should
be accountable for what happens on-line? To help develop a globally legitimate approach at a time
when formative policies and processes were being developed anew, The Markle Internet Governance
Program was created. A series of strategic actions worked to ensure that the public interest would be
represented and that the permission-less nature of the Internet would continue to enable transformative
innovation and individual expression.
A large part of the Program portfolio was aimed at the initial Internet governance body, the newly created
Internet Corporation for Assigned Numbers and Names (ICANN), tasked with managing the domain name
space. We worked with members of the business, technical and public interest communities to enhance
public participation and to ensure ICANN was operating in accountable, inclusive and transparent ways.

TRANSFORMATIVE ACTIONS
Invested in the creation of tools and processes to determine trademark disputes in
a fair and independent manner.
Collaborated to create a vibrant and globally diverse Internet public interest community–
of which many organizations and individuals are still active today.
Ensured that developing countries representatives were enabled to meaningfully
participate in global Internet Governance processes.
Supported the first-ever global Internet election for ICANN Board members representing
the public at large.
In 2000 there was little understanding of the impact of these nascent policies among the public, Congress
and the many decision-makers who were faced with new responsibilities, challenges and opportunities
that come with the rise of the networked world. To assess public views on this topic, and ultimately
shape policy making, Markle commissioned Greenberg Quinlan Rosner Research to conduct a major
public opinion research study, Toward a Framework for Internet Accountability (“the Accountability
Framework”), to contribute to public understanding of the views of both the general public and of Internet
experts on how the Internet should be governed; what protections they believe they have and should
have on-line; whether rules are needed; if so, what those rules should be and who should set them. they
believe they have and should have on-line; whether rules are needed; if so, what those rules should
be and who should set them.
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ENHANCING DEMOCRACY AT HOME
We b , W h i t e a n d B l u e :
Transforming how candidates
used the Internet in elections
At a time when few candidates were using the Internet as a major campaign tool, and when media
outlets were fiercely competing for users to land and stay on their sites, Web White & Blue 2000
(WW&B) was created: the first-ever online presidential debate conducted across a broad network of
outlets and locations where people could find all election information in one place and begin to engage
more directly in elections.
WW&B was carried on 17 sites in the Web White & Blue Network. The campaigns of George W. Bush,
Al Gore, Pat Buchanan, Harry Browne, Howard Phillips, and John Hagelin participated in this historic
debate. Each day a “Message of the Day” from one of the campaigns and a “Question of the Day” were
submitted by an Internet user and responses
could take any form (video, audio, text, or links
to a candidate’s web site).
WW&B was available to more than 85% of
the American Internet audience, and brought
together the largest Internet news sites
(such as CNN, the New York Times and the
Washington Post), and portals (such as AOL
and Yahoo!), and thousands of non-profit sites.

OUR TOOL KIT
Markle began shifting away from direct-grant making in favor of operating more of its own programs.
The Foundation’s approach was to bring together leading experts and innovators from all sectors of
society (business, non-profit organizations and government) in an effort to reach collaborative solutions
and enable breakthroughs in the public interest. In practice, the “operational” (rather than direct grantmaking) model meant establishing Markle’s leadership, identifying comprehensive beginning-to-end
strategies, creating and working in long lasting partnerships, and conducting a significant amount of
research, project management, and other activities in-house. It also meant defining and guiding the
direction of projects to a much greater degree than is typical of a grant-making foundation.
Such a hands-on approach allowed us to act as a catalyst for large-scale, sustainable change that
exceeded the potential impact than would be expected of an organization with our financial resources.
By the year 2000 Markle’s total initial endowment of $3 million had grown to a high of approximately
$200 million which enabled its programmatic investments over the next decade.
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WHAT WE LEARNED FROM THE ACCOUNTABILITY
FRAMEWORK…AND HOW IT SHAPED US
The landmark Accountability Framework study showed us that even in its early days, the public recognized
the Internet’s ability to empower, provide information with unprecedented ease, and spur economic
growth. Equally impressive was that both the public and the experts surveyed at the time also perceived
real risks associated with the Internet and wanted more reliable and predictable means of preventing
and solving problems with enforceable rules. Perhaps the most striking finding was the public’s support
for solutions would require inclusive, pluralistic models of governance, with different roles for different
actors, where industry, government and non-profits would together set policy. These findings led to an
Accountability Framework for policy solutions that would meet the public’s expectations, and, over time
it would move Internet governance from the prevailing model at the time, “self-regulation”, to what is
now known as “multi-stakeholder governance”.
This early work became profoundly influential not only toward our specific programmatic goals and the
evolution of ICANN and other lasting bodies that remain important, but also in shaping how Markle would
take on much of its future work in the sectors of health and national security. Markle’s seminal impact
on inclusive leadership and policy development became a formative
chapter and the lasting hallmark of our work. We were inspired
by the public’s views, redoubled in our commitment to inclusive,
accountable processes and extremely optimistic about the potential
for the emerging Internet to truly transform sectors.
Our objective was clear: to improve people’s lives by applying fresh
thinking, the tools of the information age and multi-sectoral collaboration
toward tackling some of the some of the most recalcitrant challenges
of our time. We could think of no two sectors more vital to improving
the lives of people than national security and health care, were the
needs were clear and complex, the terrain was difficult and the
promise was great.

OUR THEORY OF CHANGE

Page 11

I N T H E I N F O R M AT I O N A G E

Enabling Collaboration and Information Sharing
Within and Across Security Agencies
While Protecting Civil Liberties

The terrorist attacks of September 11, 2001 provided one unmistakable lesson: those responsible for
protecting us against today’s threats must have the best information on those who want to do us harm.
The dramatically heightened attention to domestic security and counter-terrorism policy highlighted the
central role of information sharing and use both as a potential source of vulnerability to terrorism and
a tool to combat it. Efforts by governments to mitigate this vulnerability, however, faced long-standing
problems; huge technical and bureaucratic obstacles and discussions quickly raised fears that government
action would trespass on individual rights to privacy, security and civil liberties.
We began with a view that 9/11 was an information failure – a failure to “connect the dots”. We believed
any solution for mitigating the risk of terrorism had to consider a new paradigm – leveraging and sharing
information to enable collaboration at the edges of an increasingly distributed and global threat. The
Markle Task Force on National Security in the Information Age was created in 2002 to define and develop
this new paradigm; a high-level, diverse and non-partisan group including national security experts from
the past six presidential administrations, senior information technology executives, and privacy and civil
liberties advocates who collaborated to develop, guide, and support the work.
Over nearly a decade the Task Force released four major reports in total, evolving their vision to tackle
key implementation questions, and created a visualization that modeled the attributes of the Information
Sharing Environment (ISE) that was needed to address the character of the new distributed, asymmetric
national security threats.
The Task Force recommendations were both rich and resonant, describing an ISE and its required
attributes in the areas of governance, standards, privacy and civil liberties policies and a new paradigm
for classified information. The recommendations on the whole proposed a “virtual reorganization of
government” to establish a “trusted information network” for information sharing and collaboration among
federal state and local entities. It led to substantial change in how government pursued its mission.

IMPACT @ MARKLE
“The intelligence community…had all the information it needed to thwart the 9/11
attacks…Much like corporate-sector institutions engaged in industrial-age models
of protecting knowledge stocks, intelligence agencies were fighting the last war. The
Markle Task Force aimed to change all that. First its members created a vision of what
a newly collaborative environment might look like. Next they conceived of a platform
for the interactions and collaborations. And then they set about convincing all the
various stakeholders that it was in their best interest to participate. These are the same
steps...many leaders have followed as they have looked to create massive change”.

John Seely Brown, The Power of Pull
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CATALYZING A SHIFT:
THE VIRTUAL REORGANIZATION OF GOVERNMENT
Zoë Baird, Markle’s President, and former Netscape CEO, Jim Barksdale chaired the Task Force, which
proved to be extremely influential at a formative moment in reconceiving national security information
policy and counter-terrorism. Its work informed and was cited in the 9/11 Commission Report, was
incorporated in four Executive Orders (EOs) and was implemented in legislation, including the Intelligence
Reform and Terrorism Prevention Act of 2004 and the Protect America Act of 2007.
During implementation of the EOs, they worked closely with agencies
tasked with implementation, including OMB who used the Task
Force’s reports as the blueprints, and the FBI on the technical and
policy procurement requirements that would allow for information
sharing with other agencies while protecting traditional civil liberties.
They met frequently with the Department of Defense, Homeland
Security and the intelligence community both domestically and
abroad to shift the paradigm from a “need-to-know” to a “need-toshare model”.
It would turn out that Markle’s most important “product” was shifting mindsets – in the way our work
had the ability to change the long-standing way people thought about a particular challenge, and, more
importantly, the way they thought about solutions. Over the period of a decade, the Task Force shifted
the long-standing approaches to national security policy by applying a combination of expert methodical
analysis, deep and substantive collaborative problem solving, and an unprecedented group of leaders
who were committed to change and deeply engaged in one clear objective: getting the benefits of
information sharing to reduce the threat of terror attacks while addressing the very real risks to privacy,
security and civil liberties.

To achieve this kind of impact several key shifts in mindset had to occur:
A shift in the predominant thinking from large scale centralized technology systems
to an emphasis on the information itself and information sharing;
A change from the “need to know” culture of the Cold War to a “need to share”
principle;
A shift from centralized technology efforts to the view that information vital to
national security is increasingly decentralized and distributed;
A shift from “command and control” approaches to the view that informal and flexible
groups of analysts from different parts of government and the private sector must
work together and share expertise.
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THE ISSUE IS INFORMATION!
“The role of information is at the core of the new national security needs. Expanded collection,
sharing and use of information will strengthen our ability to defend against the new threats. A broad
set of technologies can enable this approach without stifling economic activity
and the patterns of daily life. However, achieving greater use of information
and intelligence for security poses serious challenges for governments and
societies. This project will explore information needs, possible security
solutions, as well as those challenges.”…
“America will make a mistake if we create a centralized ‘mainframe’ information
architecture focused on the nation’s capital when the intelligence and other
information critical to homeland security need to be shared and coordinated
across the country and around the world.”
Zoë Baird and James Barksdale, Press Release October 7, 2002

IMPACT @ MARKLE
“Can you name any other private report that has been translated directly
as legislation?”... “It is almost impossible to think of a private organization
that has had as much influence on a substantive policy as the Markle
Foundation has had on the information-sharing network in the legislation.”
A 22-minute visualization of the
Information Sharing Environment (ISE)
as envisioned by the Markle Task Force
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March 2005 FCW.com

I N T H E I N F O R M AT I O N A G E

Enabling Collaboration and Information Sharing
Within and Across Professionals and Individuals
While Protecting Privacy

In 1999 we identified healthcare as an area where the use of information could radically change the
sector and improve people’s lives. Despite the dramatic transformation of most areas of business and
life by information technology, and the evidence base for its potential to improve care, the health sector
lagged far behind; information was almost exclusively still kept in paper-based records, all too often
inaccessible when needed most.
We focused on a failure to “connect” the information – as a key strategy to address unacceptably
high rates of medical error, lagging quality of care, soaring costs, clinicians who are prevented from
practicing medicine at its best, and patients who are limited in their ability to participate meaningfully in
their own healthcare. The sharing of health information, as a required standard of care, both between
providers and with patients was not a view held by the vast majority; rather it was still a notional idea
fraught with seemingly insurmountable barriers, including privacy fears, a lack of standards, technology
disagreements and long-standing cultural norms.
To embrace the potential of a digital revolution in the health sector, and set a critical transformation in
motion, we created Markle Connecting for Health (Markle CFH) a broad public private collaborative.
From the outset, we believed that a strong collaborative effort by a diverse group of key leaders and
organizations would create the momentum for widespread change.
First convened in 2001, the Collaborative would become a driving force over the course of the next decade,
with dedicated participation by more than 100 organizations and professionals spanning government,
technology, and privacy and consumer interest groups. The members found consensus solutions for
seemingly insurmountable challenges and differences, finding and demonstrating practical, sustainable
solutions to improve health and care by enabling health information sharing while protecting privacy.

IMPACT @ MARKLE
“The environment you created, the persuasiveness of your arguments, were vital to the positions
that candidates took…Not only did President Obama have a forthright position on health IT. It was
virtually unanimous on the part of all the presidential candidates, right and left…That shows the extent
to which this vision has been advanced, and advanced effectively, and advanced in a non-partisan
David Blumenthal, MD MPH, National Coordinator for Health IT
and substantive manner.”
Dept of Health and Human Services, April 30, 2009
“So much of what has happened and the way it has happened really bears the intellectual fruit of
what you started: distributed approaches, consumer engagement. Markle set the agenda and helped
create consensus.”
Farzad Mostashari, MD , Former National Coordinator for Health IT, Dept of Health and Human Services
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“We are particularly interested in technology that gives people the means to capture their own health
data, to relate their health history to sound medical knowledge while maintaining privacy and to do
Markle President’s Letter 1999
so interactively”

“Patients and their physicians must be able to send and receive vital medical
information at a moment’s notice, if we are to improve the quality of health care,
reduce medical errors, lower costs, and empower patients to take an active
role in making health care decisions that affect them and those they love.”

Carol Diamond, MD, MPH
Managing Director Markle Foundation and Chair of Connecting for Health, June 1. 2005

“Markle has demonstrated such tremendous leadership…If we are rigorous about
following through the work that Markle has done, we’ll be making meaningful
use of health IT for health care results”.
Todd Park
Senior Fellow Center for American Progress and Second US CTO, April 30, 2009

IMPACT @ MARKLE
“As the Markle Foundation puts it, “the technology must be designed in such a way that
decisions about linking and sharing are made at the edges of the network” by patients in
consultation with their doctors, and never inside the network. This goes to the very heart
of the matter: For even though it is fine to start hoping for the day when interoperable
electronic health records create vast pools of medical information that could be used to
find new cures and battle epidemics in real time, their ultimate purpose is to make one
simple and shockingly overdue change: to enable individuals, at last, to have access to,
and possession of, information about their own health.”
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The Economist,
April 30, 2005

CATALYZING A SHIFT:
ACCELERATING THE USE OF IT TO IMPROVE HEALTH
The members of the diverse Markle Connecting for Health collaborative reached unprecedented agreements
on the technical standards and the policies and practices for information sharing in the Markle Common
Framework, which has since become the standard bearer for so much of private sector and government
implementation of health IT. The recommendations of the Markle Common Framework informed the
Health Information Technology for Economic and Clinical Health (HITECH) Act, the landmark health
care provisions of the American Recovery and Reinvestment Act of 2009. HITECH paved the way for
federal leadership and public and private investment to support using health IT to improve quality and
cost-effectiveness of care (not as an end state), health information sharing with a technology and policy
framework to allow sharing while protecting privacy, and for the first time mandated that consumers
be given electronic access to their own health information, while allocating $36.5 billion to create a
nationwide network of electronic health records with a Meaningful Use Incentive Program. By 2012,
94% of eligible hospitals and 64% of eligible medical practitioners had registered for the Meaningful
Use program, and every American has the right to access their health information electronically.
The collaborative also gave rise to the blue button, a simple
idea that allows individuals to view, download and transmit
personal health information. Patients can then choose to share
their data with their physicians or family members or make it
available if emergency treatment is needed. The Department
of Veterans Affairs and the Centers for Medicare and Medicaid
Services first implemented this idea, and it was later codified
in the HITECH regulations. It has since been upheld as a
cornerstone of federal health IT policy and a commonly cited
model for innovation, patient engagement and improved quality of care. The U.S. Office of Personnel
Management (OPM) asked all health insurance carriers in the Federal Employees Health Benefit Program
to add blue button functions to the personal health record systems on their websites. Today, blue button
is a feature many insurers and health care organizations use nationwide, which, taken together enable
nearly half of the population to access their own health information.

To achieve this kind of impact several key shifts in mindset had to occur:
A shift in the predominant thinking from large scale centralized technology systems
to an emphasis on the information itself and information sharing;
A change from focusing on the provider as the only beneficiary of information to
one that includes the individual;
A shift from databases and data collection to the view that information is already
decentralized and distributed and must be able to flow to the right person at the
right time for the right care.
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THE GUIDING

PRINCIPLES
H E A LT H A N D N AT I O N A L S E C U R I T Y

Understanding the need to share information in both of these sectors was simply not enough. Many
people understood why information sharing was important in health; showing up for care in a system
where the providers have no idea what medications you are on, what tests you had and what treatments
you might have been given was all too common. Similarly everyone quickly understood that critical
dots were not connected when our country sustained the shocking blow of 9/11 and they learned that
flight schools were teaching persons of interest how to fly but not land. To be successful and not find
ourselves in old solutions that were failing we had to delve into HOW…and very specifically.
How would you share information while protecting privacy? How would we move from the mainframe,
centralized database thinking of the time to more rapid and Internet savvy models? The lesson of both
programs is that we had to do the hard work of saying HOW. We did not shy away from technical battle
lines, historic stalemates, privacy landmines or implementation fears. Showing it could work turned out
to be the key to addressing the doubts and the nay saying that we encountered all along the way. In
the end, our solutions were novel and had lasting effect because they were designed in the context of
the consumer aware, distributed, global network that was clearly emerging at the time.
A few years in, after the first few papers and recommendations were written, we spent some time
looking at our programs side by side, and appreciated how much a few guiding principles truly shaped
the health and national security work. We have often asked ourselves how these principles became
so important so early, because each of our programs had separate, very involved leadership teams
and their own cadre of deep, substantive experts. Each group proceeded to build its views in parallel,
focused on completely different sectors, each one with its own idiosyncratic challenges, regulatory and
legal frameworks and unique actors. But these principles supported and informed the work profoundly.
Ironically, one of the most frequent questions we heard was: “Why health and national security, they
have nothing in common?”
We know that these design principles guided our work as we developed it, both as implicit values and
more and more over time as explicit principles that were brought to our many meetings and conversations.
But our convergence on them within the first few years of the programs was clarifying and validating.
As it turned out, our technical designs operated much like the Internet does, by its very nature; leaving
information at the edges, while understanding the transformative benefits of sharing to improve health
or to “connect the dots”. To that end, we stayed focused on the HOW; clarifying the specific policies
and practices that would allow sharing while protecting privacy, security and civil liberties.
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THE HOW: OUR DESIGN PRINCIPLES

Focus on designing systems of information sharing, not creating content.
Decentralized and distributed networks with computing and informational power at
the edges of the system (users and actors).
Interoperability through metadata and standards, identity, legal and policy guidelines.
Policies and practices for the protection of established civil liberties, particularly
personal privacy in a secure environment; using “policy-wise” technologies and
guidelines.
A focus on identity and information management among trusted or authorized actors
to ensure trust is embedded in the systems.
Enabling an essential re-organization of work and information flows, requiring change
management and incentives.
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THE LOOK BACK AT OUR

THEORY OF CHANGE
...AND AHEAD
In recent years we have often asked ourselves “why” and “how”? As a small private foundation
we knew how lucky we were to have this kind of penetration and impact. Why did we reach
so far? How did we convince others to reach with us? What did we do that was different?
How did we get our ideas implemented so systemically? How did we cross party lines and
lines in the sand? How did we build so much consensus among so many who usually don’t
agree? How did we “punch above our weight”?
First and foremost we, with our Board, accepted the notion that we might fail. We can’t say
enough how important this was to setting our goals and driving our programs. It made us
take risks. Sometimes, big ones.
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In our rear view, we did do some things very well and we also wish we could have
done some things differently, or not at all. Here is a list of ingredients that were
critical to success:
We had leadership, both inside and outside of Markle, who were steeped in the subject matter.
We curated a broad network of experts from the public and private sector who together made
us all smarter, taught us critical lessons and made us think hard. We mentored and supported
critical leadership in key public interest NGOs where there were gaps. Together we believed
we could succeed.
We kept the leadership team tightly bound in both health and national security. We worked
closely with incredible thought leaders in their own right, who were committed to the objectives
and had the capacity to either instigate or implement the transformation we envisioned. They
saw the work as theirs.
We refused to give up on transformative change even when it was as tough as driving through
a brick wall. We always looked for a way; we urged ourselves (and our partners) to go beyond
well-worn paths and deeply embedded, sometimes ossified beliefs. That was the free space
for change.
We maintained flexibility in defining the problem and the possible solutions. Sometimes we
had it only partially right and over time our process revealed a better path. We also made
some admittedly tactical moves to take advantage of opportunities we couldn’t have foreseen.
Sometimes we simply got it wrong and adjusted.
We made sure that our process required and embraced a diversity in perspectives and sectors,
and we created the safe venues where ideas could be shared, trust could be built and shifts in
mindset could take place. We knew it was essential for building lasting solutions and relationships.
We sought validation and implementation of our ideas as an active part of our strategy all along
the way, encouraging both the private and public sectors to do what they did best. We lauded
the path breakers and pointed to the pioneers, encouraging more and hoping for better.
We knew it was a long haul so we committed to long-term engagements of five to ten years –
but we were fiercely in pursuit of iterative milestones in achievable in periods of no more than
one to two years.
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WHAT WE COULD HAVE DONE BETTER...

C O M M U N I C AT E D M O R E C L E A R LY
A N D F R E Q U E N T LY
We could have better communicated our work. Our materials were often dense, and deep in
the HOW. We fell short on clear, simple messages and spent too little time re-packaging and
re-explaining our work for a variety of audiences in more digestible bites. After each major release
we often felt compelled to take on the next challenge even before the ink dried. As the circles got
larger and the reach farther for our work we were often already redeployed on the next milestone,
leaving us unable to engage and share knowledge over time and with more people. As a result,
we missed opportunities to capitalize on some of our most substantive work.

B U I LT A D E E P E R B E N C H
We invested in several non-profits who became some of the strongest public interest advocates
for our work. But more were needed, and we failed to build deep bench strength both internally
and within these nonprofits because our model was not designed to provide them with ongoing,
long-term support and the day-to-day capacity needed to nurture them.
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Protecting America’s Freedom in the Information Age
October 7, 2002, The National Press Club

The report argues that because of the nature of new terrorist threats, it
is necessary to create a more horizontal, cooperative, and fluid process
for intelligence collection, sharing and analysis. Task Force co-chairs
Zoë Baird and James Barksdale with members including Philip Zelikow,
Executive Director of the Task Force; Utah Governor Michael O. Leavitt;
William Crowell, former Deputy Director of the National Security Agency;
hold a discussion moderated by CNN anchor Frank Sesno to focus on
how government leaders must harness and integrate information to
enhance security.
“This impressive group of people was definitely asking all the right questions, and have come up with some very
reasonable first answers…They’ve gotten people who normally don’t talk to one another -- privacy advocates and
former intelligence and national security officials -- to agree on some basic prescriptions for safeguarding civil liberties
and protecting America. That’s fairly impressive.”
Senior White House official, the New York Times, October 7, 2002

Creating A Trusted Information Network for Homeland Security
December 3, 2003, the Russel Caucus Room
The second report concludes that the U.S. government has not yet
taken advantage of America’s technology expertise to fight the war
on terrorism. It details the elements of a proposed SHARE Network
that would more effectively combat terrorism while protecting privacy
and other civil liberties. The attributes of the network are modeled in
a visualization and defined as decentralized, focused on prevention, a
challenge to rigid lines between domestic and foreign information, wide
and deep collaboration all levels of government.
“That is the goal of our recommendations. As the Markle Foundation Task Force on National Security in the Information
Age wisely put it: we need to “mobilize” information in the war against terrorism, while working to “embed respect for
essential values into the very fabric” of all government agencies.”
The Technology and Privacy Advisory Committee (TAPAC) report May 17, 2004

TAPAC Report Released
May 17, 2004

The Technology and Privacy Advisory Committee (TAPAC), of which
Zoë Baird was a member, released a report titled “Safeguarding Privacy
in the Fight Against Terrorism” regarding data mining by the DOD and
the rest of the federal government, the Defense Advanced Research
Projects Agency’s (DARPA) Total Information Awareness (TIA) program,
and individual privacy.

The 9/11 Commission Report
“An outstanding conceptual framework for this kind of “trusted information
network” has been developed by a task force of leading professionals
in national security, information technology, and law assembled by the
Markle Foundation. Its report has been widely discussed throughout the
U.S. government, but has not yet been converted into action.”
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President signs the Homeland Security Interjurisdictional and Interagency Information
Sharing Act of 2004 and the Intelligence Reform and Terrorism Prevention Act of 2004
July 21, 2004 and December 17, 2004

Section 1016 creates an Information Sharing Environment along the attributes we outlined in our previous reports after
Markle experts and members work closely with the Committee, its Chair and expert advisors.

Presidential Executive Orders
August 27, 2004

Three Executive Orders in total establish a new environment that requires information sharing and encourages the
maximum appropriate distribution of both classified and non-classified reports. They also call for immediate development
of government-wide guidelines and procedures on the sharing of information to both empower and constrain government.

WMD Commission Releases Report
March 31, 2005
The Commission on the Intelligence Capabilities of the United States
Regarding Weapons of Mass Destruction (WMD Commission) releases
report–with references to the Markle Task Force

Forum on Building a Trusted Information Sharing Environment
May 17, 2005

The Forum focused on the key implementation issues associated
with building an information-sharing environment as required by the
Intelligence Reform and Terrorism Prevention Act of 2004 and the
President’s Executive Orders on Information Sharing. The Forum
enabled the Task Force to further disseminate the ideas and concepts in
the Task Force’s work to a select group of approximately 175 attendees.
The Forum was followed by the Markle Dinner at the Renwick Galleries
(Washington DC), at which approximately 150 high level guests from
both the health and national security fields attended. Clay Johnson,
deputy director of OMB provided the keynote speech.

Presidential Executive Order

October 25, 2005
The release of another Executive Order: Further Strengthening the Sharing of Terrorism Information to Protect Americans
re-emphasizing the need for information sharing

Mobilizing Information to Prevent Terrorism
July 13, 2006 - The Brookings Institution

This report offers a new “authorized use” standard for government
handling of legally collected information that bases authorization to view
information on how the information is going to be used, rather than on
the nationality of the subject or the location of collection. The report
also proposes a new risk management approach to sharing classified
information that balances the risk of compromising classified information
with the security risk that can come from failing to share information with
those who need it to understand the threats to national security. Further,
the report identifies examples of technology that can be used effectively
to provide appropriate oversight and accountability.
Another report released at this time, A Task Force Visualization, used
a scenario of a potential terrorist biological attack to demonstrate the
new concepts introduced in the report.

Page 28

President signs Implementing Recommendations of the 9/11 Commission Act of 2007
August 3, 2007

This law adopts many of the core recommendations of the Task Force’s third report. It also strengthened various provisions
of previous legislation – the Intelligence Reform and Terrorism Prevention Act of 2004 – bringing it closer to the Task Force’s
vision of an environment that includes state and local officials and has a strong privacy and civil liberties protection foundation.

White House releases its National Strategy for Information Sharing
October 2007
The strategy is focused on improving the sharing of homeland security,
terrorism, and law enforcement information related to terrorism within
and among all levels of governments and the private sector.

Event held with the Bipartisan Center National Security Preparedness Group on
Information Sharing: Meeting the Challenge of National Security in a Connected World
October 27, 2010
Numerous Task Force Members Attend and Participate

“It is fundamentally troubling, given this collection of new threats and
new adversaries directly targeting America, that there remains no
federal government agency or department specifically charged with
identifying radicalization and interdicting the recruitment of U.S. citizens
or residents for terrorism. As one senior intelligence analyst lamented,
“There’s no lead agency or person. “

Intelligence Community Directive 501

January 21, 2009
The Director of National Intelligence issued a directive to create a culture of “responsible sharing and collaboration”.

Nation At Risk: Policymakers Need Better Information to Protect the Country
March 10, 2009 - Capitol Hill Press Briefing

The Task Force clarifies that the continued lack of information sharing
between federal, state, and local agencies puts the US at risk of terrorist
attack and emerging national security threats and calls for government
wide policies to protect privacy and civil liberties.

Markle Submits Written Testimony to Homeland Security and Governmental Affairs
Committee hearing on “Information Sharing in the Era of WikiLeaks”
March 9, 2011

Witnesses at the hearing were: Patrick F. Kennedy, Under Secretary for Management, Department of State; Teresa M. Takai,
Chief Information Officer and Acting Assistant Secretary for Networks and Information Integration, Department of Defense;
Thomas A. Ferguson, Principal Deputy Under Secretary for Intelligence at the Department of Defense; Corin R. Stone,
Intelligence Community Information Sharing Executive at the Office of the Director of National Intelligence; and Kshemendra
Paul, Program Manager for the Information Sharing Environment, at the Office of the Director of National Intelligence.
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Markle Connecting for Health Public Consensus Launch
June 5, 2003, The National Press Club

Setting out to get consensus across industry, non-profits and government
on set of data standards and policies for health information sharing, the first
set of consensus reports were unveiled at a packed National Press Club
event in Washington, D.CApplauded by HHS Secretary Tommy Thompson,
AHRQ Director Carolyn Clancy and presidential hopeful Gov. Howard
Dean, D-VT, Connecting for Health represented more than 100 public and
private entities dedicated to bringing health care into the electronic age.
“The [Connecting for Health] initiative has enabled government to work with private industry in planning how to make
maximum use of information technology in order to improve healthcare for every American... Connecting for Health
has demonstrated that the public and the private sectors are equally committed to solving this IT problem that has
plagued health care for decades.”
Tommy Thompson, Secretary, U.S. Department of Health and Human Services, June 2003
“Promising developments are in the works. Connecting for Health, the health group collaborative, has come up
with an initial set of data standards, developed models for protecting patient privacy and created a proposed
electronic “personal health record” to be controlled by patients, much as consumers use budgeting software to
manage their finances.”
Wall Street Journal, January 23, 2004

Achieving Electronic Connectivity in Healthcare: A Preliminary Roadmap from the
Nation’s Public and Private-Sector Healthcare Leaders
July 2004

With the goal of taking incremental but transformational steps, while
inviting innovation and new entrantsto the health sector, a consensus
Roadmap was authored by Markle Connecting for Health. The premise
of the Roadmap was that the most practical route to transformation of
health care is by linking and building gradually on the elements that are
already in place, rather than attempting a rapid and complete replacement
of existing networks and systems. This incremental approach it posited,
could only be accomplished if all participants in information sharing
agree to follow a few basic rules — a “Common Framework” of technical
standards and policies for information sharing. The Roadmap would be
downloaded more than 50,000 times over the course of the next year.
“Connecting for Health released a timely report that details specific actions the public and private sectors can take
to accelerate the adoption of information technology in health care...[The group has] laid the groundwork for a
widespread effort to drive adoption of interoperable HIT”.
U.S. Department of Health and Human Services Framework for Strategic Action, July 2004

Collaborative Response to Federal Request for Information
January 19, 2005
“.....But what has been missing is a national road map that would encourage doctors, hospitals and insurers to invest
in modern information technology. Yesterday, a group of 13 health and information technology organizations gave
the Bush administration its recommendations for just such a road map for a national health information network...
The 54-page document, which the group calls a “common framework,” borrows heavily from the technical and policy
approach of the Internet.”
Steve Lohr , the New York Times
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Katrina Health
Built in less than 2 weeks, www.katrinahealth.org assisted pharmacists
and physicians across the country care for evacuees by providing a
single portal for medication history sourcing the nations largest PBMs,
Medicaid data for the Gulf States and the Veterans Administration.
Coordinated and guided by Markle, we worked with volunteer staff from
federal agencies, private companies, national organizations and others
to create this unprecedented information hub.
“In the weeks following Katrina, a group of experts from private
and public health organizations and technology companies created
KatrinaHealth.org, a secure Web portal that allowed health providers
to securely access online pharmacy records from the previous 90 days for approximately 1 million Gulf region evacuees.
That also helped many patients resume taking life-saving medications and helped doctors avoid prescribing drugs
that might interfere with patients’ other treatments.”
InformationWeek Healthcare May 16, 2011

Implementing the Connecting for Health Common Framework Prototype
February 6, 2006 - NEW YORK, NY

Determined not to stop at words, a working prototype of the Roadmap
model was successfully demonstrated –together we showed that
three very different communities, with different hardware, software,
and organizational structures, can in fact share information in a private
and secure way over the Internet using a Common Framework. Our
partners in Mendocino County, CA, Indianapolis, and Boston and 75
members of the Connecting for Health Steering Group helped to shape
and test the prototype, documented the lessons of its implementation,
and drafted a first iteration of the Common Framework. This prototype
effort was managed by the Markle Foundation and funded by Markle
and the Robert Wood Johnson Foundation.

The Eagle Awards
March, 20, 2006

The highest accolades among FCW’s Federal 100 given to those
who made extraordinary contributions within the IT community. After
Hurricane Katrina, Baird led a collaborative effort to quickly organize
KatrinaHealth.org, a nationwide online service to allow professionals
access electronic health records of people displaced by the hurricane.

Connecting Americans to their Health Care
December 8, 2006 – Washington DC

Organized by Markle, hundreds converged to hear Newt Gingrich, Rep.
Patrick Kennedy and other healthcare luminaries speak at a national
conference focused on patient access to their own medical information
“Health IT “should be a slam dunk on Capital Hill” given that it can
both reduce rising health care costs and save lives, said Rep. Patrick
Kennedy (D-R.I.) Thursday at the “Connecting Americans to Their Health Care” conference in Washington, D.C. He
called health care “the most important issue in the country” and said he cannot understand why Congress has failed
to take significant steps in promoting health IT.”
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Private Sector Adoption

Markle Connecting for Health Timeline

Many companies were influenced in this formative period to enter the personal health information arena, including Microsoft,
Google and Dossia, a collaboration between Intel and Walmart.
…”Dossia provides what is missing today in terms of portability, accessibility and transparency. It is based on the
Connecting for Health Common Framework, a set of design and policy standards established by a collaboration of
industry stakeholders.”
Dossia press release December 6, 2006

Testimony to Subcommittee on Oversight of Government Management, the Federal
Workforce, and the District of Columbia Committee on Homeland Security and
Governmental Affairs of the U.S. Senate
February 1, 2007

...”today we are missing a strong policy framework that would protect
peoples’ health information. Without the implementation of such a
policy framework, accelerating the flow of health information could
jeopardize the public’s trust . ... “
Carol Diamond MD, MPH Chair, Connecting for Health
In stark contrast to previous definitions, HHS describes for the first
time the health network based on the Connecting for Health attributes:
a “Network of Networks” without a national data store or centralized
systems and without a unique patient identifier.
HHS American Health Information Community 2007

Markle Connecting for Health Develops Common Framework for Patient Access to Their
Medical Information
June 25, 2008 - Healthcare IT News
Connecting for Health Common Framework for Networked Personal
Health Information: an Architecture for Consumer Participation.
Dossia, Google, Intuit, Microsoft, WebMD, AARP, America’s Health
Insurance Plans, the American Medical Association and the American
Academy of Family Physicians - among other healthcare stakeholders are endorsing the framework created by the Markle Foundation’s publicprivate collaboration.
“The framework comes at a critical time when personal health services and records are entering the market and
evolving without a set of standards regarding privacy and control policies.
Carol Diamond, MD, Managing Director at Markle
June 2008
Ten out of 17 states at later stages of health information exchange implementation (Arizona, California, Colorado,
Illinois, Indiana, Louisiana, Massachusetts, Minnesota, Montana, Oregon, Rhode Island, Tennessee, Vermont,
Washington, Wisconsin) report that their HIT implementation efforts are being guided by the Connecting for Health
Common Framework’s Core Privacy Principles, Sound Network Design principles, and Model Contract based on a
scan done in June 2008
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President signs HITECH act signed into law
February 17, 2009

Markle principles for health information exchange and health care
privacy embodied in many aspects of HITECH, part of the Recovery Act
of 2009. Markle’s position on public governance structures results in two
FACA committees rather than a private entity.

Markle Submits Official Comments to NPRM o Meaningful Use Provisions with support
from over 50 organizations
On March 15, 2010, Culminating a year of collaboration with Center for
American Progress and the Engelberg Center for Health Care Reform,
and over 50 collaborators, Markle organized official comments on these
regulations to provide consensus on what will be needed to implement
the proposed rule effectively to meet specialized health goals and to be
achievable by a wide range of providers.
“the goals of meaningful use are to improve health care quality,
efficiency, and patient safety, and not adoption of health IT as
an end state.”

Implementation: The Blue Button
“In January 2010 we were invited, in conjunction with the Centers
for Medicaid and Medicare Services (CMS) to attend the Markle
Consumer Engagement Workgroup, which focused on providing
consumers with electronic access to their health data.... The
workgroup concluded that VA, HHS, and CMS, as major federal
health data holders, will participate in follow up discussions on the
breakthrough idea of a download or ―”blue button”. At the direction
of Health and Human Services and VA CTOs, planning is underway
for May 2010 to showcase the public availability...”
US Department of Veterans Affairs Open Government Plan 2010
“A central theme emerged from the dialogue: give patients their data. Former HHS CTO and current U.S. CTO Todd
Park summarized the decision as: “Look, there’s all this complicated stuff happening with health information. But why
can’t we just do this: why can’t we just let an American get a copy of their own information? [A]nd don’t worry about the
format, don’t worry about the standards.” The group agreed to create a large, prominent button that would represent
data liquidity and access.”
Blue Button Wikipedia Page September 2015

TODAY Show

October 19, 2010
On the NBC Today show, Dr. Carol Diamond discusses how veterans
and Medicare patients can now access their medical records online
using blue button.
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President Barack Obama

January 2011, State of the Union Address
“Veterans can now download their electronic medical records
with a click of the mouse.”

Public Sector Adoption
The White House issues a Memorandum requiring that all federal
agencies coordinate Health IT investments around a shared set of
policy and technology principles in health IT in direct alignment with
our foundational principles in early 2011. The Administration also
releases Consumer Data Privacy in a Networked World in February
2012 and the FTC releases Protecting Consumer Privacy in an
Era of Rapid Change: A Proposed Framework for Businesses and
Policymakers in March 2012 all with a FIPPs-based framework for
consumer data aligned with our comments.

Veterans Administration
August 2012

The VA announces that one million Veterans used the Blue Button to
access their information. Today blue button reaches tens of millions
of beneficiaries and members as other public and private payers
including CMS, Aetna and United Healthcare announced plans to
provide blue button.

Implementation of HITECH: Meaningful Use Regulations
Over the regulatory period the lasting influence of Markle Connecting
for Health and the Common Framework attributes shaped the
contours of the federal requirements for incentive payments:
pluralistic certification of health IT, mandatory individual electronic
access, simple internet-based standards, a policy framework based
on fair information principles and most importantly, requirements to
demonstrate the use of IT to improve quality.
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